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XML (extensible mark-up language) is a mark-up
metalanguage that was standardised by the World
Wide Web Consortium (W3C).! In contrast to
HTML (hypertext markup language),> which was
defined using only a small and fundamental part of the
standard generalised mark-up language (SGML, ISO
8879),> XML represents a sophisticated subset of
SGML. XML was designed to describe data using
arbitrary tags and has emerged as the most relevant
standardisation effort in document representation by
mark-up languages in Web-based information
systems. The main features of XML are related to the
use of tags for defining nested document structures.
There are several classes of applications for XML,

including publishing, specification and data exchange.

The intrinsic standardised characteristic of XML
data
heterogeneous platforms convenient via the Internet.

documents  makes exchange between
However, because the Internet is a public network,
protection against attacks and unauthorised access to
sensitive information is of vital importance. The
objective of information security is to protect
valuable information, and there is a strong need to
establish a standard for information security within
XML. Several technologies can be used to achieve
XML data security — one is cryptography, which
allows only authorised people to read the data;
another is digital signatures, which are electronic
signatures that can be used to authenticate the
identity of the sender of a message or the signer of a
document, and possibly to ensure that the original
content of the message or document that has been

sent is unchanged.

A trivial way to secure an XML document is to
employ existing cryptography techniques to encrypt
an XML document as a whole. The receiver of an
encrypted XML document then decrypts it with the
appropriate key and algorithm.** However, some
researchers considered that encrypting an entire
XML document without dividing it up limits its
usage. They therefore proposed the element-wise
encryption of XML documents.”” ' Based on some
work on XML element-wise encryption, the W3C

delivered a recommendation specification for XML
encryption.' The document specifies a process for
encrypting data and representing the result in XML.
The data may be arbitrary data, an XML element, or
the content of an XML element. The encryption and
signature standards proposed by W3C set up the
format for the secured XML documents. However,
they do not include the ability for the programmer to
specify how to encrypt and sign his or her XML
this
operational model that has a way for the programmer

documents. To overcome problem, an
to specify the security detail of XML documents was
proposed. To achieve this, a document security

language (DSL) was defined.>'?

In server-side access control, the XML document is
stored on a server. When a client requests the
document, it is authenticated and authorisations are
verified. Usually, the authorisations are also defined in
XML. Based on the authorisations, the element nodes
in the document are labelled as accessible or
inaccessible.'®2! Work on server-side access control
using the XML access control language (XACL) is
presented in references 16 and 17. The XACL
integrates security features such as authorisation, non-
repudiation, confidentiality, and an audit trail into
XML documents. A system has also been proposed'®
that lets the user define sophisticated security
requirements in XML using user-group hierarchies
and authorisations. The work in reference 19 presents
an XML-compliant formalism for specifying security-
related information for Web document protection. A
proposed approach to signing XML documents®
allows untrusted servers to answer certain types of path
queries and selection queries over XML documents
without the need for trusted online signing keys. The
work in reference 21 focuses on the management of
security policies in a distributed environment. It
describes practical concepts that can be employed in
an enterprise environment for managing security

policies using XML.

The subtree encryption technique mentioned by
Rosario® falls within the scope of the present paper.
Brandt and Bonte proposed the use of the security
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sheet markup language (SSML).?> The SSML works
roughly like the extensible stylesheet language
transformation (XSLT) in separating the actual
security description from the XML code. The SSML
is not a superset of XSLT, but is derived from XSLT;
its syntax does not conform with the XSLT. The
encryption details must be specified within the
template element, and the granularity (or scope) of
the encryption can only be set to be an XML
element. Also, the syntax of the encrypted element is
not defined. Moreover, the SSML cannot define the
digital signature in XML.

Tidwell used XSLT’s extension mechanism to write an
extension function that encrypts part of an XML
document,” where the encryption information is
stored in a separate XML file. Similar to the SSML, the
granularity of the encryption can only be set to be an
XML element. This merely demonstrates the ability of
XSLT’s extension mechanism, rather than defining the
syntax of the encrypted XML element or the XML
digital signature.

A DSL document defines the transformation
description for encrypting, decrypting, embedding
and verifying signatures. It offers a security
mechanism that integrates element-wise encryption
and temporal-based element-wise digital signatures.
Also, because the syntax of the element
EncryptedData in the XML encryption standard
makes it impossible to extend it to handle attribute
encryption, the DSL supports a type of element-wise
encryption that is more general — the scope of
encryption (or encryption granularity) could be a
whole element, some of the attributes of an element,
or the content of an element. An attribute has two
possible types of encryption — one is to only encrypt
the value of it and the other is to encrypt both its
name and value. The secured document produced by
the DSL securing tool can be compatible with the
XML encryption and digital signature standard in
case the attribute encryption is not applied.

Figure 1 illustrates the relationship between XML, DSL
and the DSL securing tool. Figure 1a shows the process
of encrypting and embedding digital signatures. The
encryption and digital signature details are stored in a
DSL document comprising D, D and Dy;,.. D is the
security pattern definition that specifies the
combination of security algorithms and encryption and
decryption keys. The transformation description
definition D specifies the actual data transformation of
the element-wise encryption, and Dy;, specifies how to
embed digital signatures in the resulting XML
document. The target XML document that is ready to
be encrypted and signatured (or signed) is X. The DSL

securing tool reads, parses and analyses Dp, D, Dg;,
and X, and then generates X, and Dy. X is still an
XML document, but some of its elements contain
ciphertexts, which are translated by the DSL securing
tool according to the encryption details recorded in D,
and Dr. In addition to the encrypted elements, X, also
contains signatures that are embedded by the DSL
securing tool. Each signature signs a portion of the data
in X. It should be noted that both D and Dp- may
actually contain different information — Dp holds
information describing how to encrypt X, whereas Dp-
should include details of how to decrypt X..

The authors have applied the above operational
model to example systems including banking
applications, logistics software and groupware, and
found that a description language for securing the
specification of the DSL and its corresponding editor
can reduce the effort required by the programmer to
build the securing mechanism for his or her
applications. The authors also designed sXQuery
language to reinforce with a security mechanism,
used the extension function of XSLT and DSL to
secure XML documents, and designed DSL an
application programming interface (API) to reduce

both the coding effort and the maintenance cost.

As mentioned previously, the DSL complies with the
syntax of XML, and the DSL is a superset of XSLT.
That is, an experienced XSLT programmer should
be able to code a DSL document easily. However,
coding a DSL document is quite tedious as each
element and attribute may have different security
patterns, i.e. with different key and algorithm
specifications. Based on the aforementioned
infrastructure, the authors designed a DSL editor to
help a user write DSL documents. The end goals of
the XML, XSLT and DSL editors are the same — to
provide the user with convenient tools. However,
the operation and structure of a DSL editor are more
complicated than for XML and XSLT editors.
Basically, a DSL editor first reads an XML document
to obtain the tree structure of the target XML
document. It also communicates with the algorithm
container and key manager to determine which
algorithms and keys are available. The user sets up
the security pattern for the elements and attributes in
the editor’s graphical interface. The user can generate
a security pattern by selecting the available keys and
algorithms, or input the related information of keys
and algorithms manually.?’

The W3C proposed the XQuery language,? which
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is designed to be broadly applicable across all types of
XML data sources. XQuery does not include a
security mechanism in its query expressions, so the
authors employed a DSL to achieve this (see Figure
2a). It takes two steps to obtain secured (or

encrypted) XML documents from a database:

e Step 1 — The query details are specified by an
XQuery document, Q. Assume that an XML
document ‘X’ is obtained from the database

transaction ‘Q’.

e Step 2 — A DSL securing tool transforms X’ to
‘Xs” according to a DSL document, ‘De’, which
describes the element-wise encryption details

corresponding to X’.

This two-step process has some drawbacks, so a new
XML query language was proposed, called the secure
XML Query (sXQuery) language.”® sXQuery is
derived from XQuery, and reinforced with a security
mechanism; sXQuery combines the specification
ability of both the XQuery language and the DSL,
which is designed to specify the scope and
encryption details of XML.>!* The user can specify
the query and corresponding encryption details at the
same time, that is, in the same sXQuery document
(see Figure 2b). The authors have designed an
sXQuery editor that enables users to generate
sXQuery documents without having to write
sXQuery source codes directly. Also, a scheme is
presented to implement an sXQuery engine by using
the existing XQuery engine.

Some researchers have suggested using XSLT for XML
document encryption.’® Tidwell>" used the extension
mechanism of XSLT to write an extension function
that encrypts part of an XML document, where the
encryption information is stored in a separate XML
file. Its encryption scope is only limited to the element
It has been
demonstrated® that it is feasible to implement the

and content of an XML document.

encryption of XML documents using the extension
functions of XSLT. However, that element-wise
encryption mechanism cannot apply to the ‘structure’
element and is confined to text nodes. The authors
used their proposed encryption model using DSL, and
used XSLT to demonstrate the feasibility of element-
wise encryption in XML.» This processing model is

shown in Figure 3.

There are already some XML security APIs*** that
are designed to help the programmer implement the
security mechanism of XML documents. The XML
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Security Suite** is a tool that provides security
features, such as digital signature, encryption and
access control for XML documents. The Phaos
Liberty Toolkit? is a pure Java toolkit for building
sophisticated, interoperable and secure XML-based
These APIs are designed to be
compatible to the encryption and signature standards
proposed by W3C.*2¢ The advantage of these two

applications.

packages is that they perform the required format
transformation, so the programmer does not need to
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know the format of the encrypted XML document.
However, the two packages require the programmer
to write complicated codes to control the encryption
and decryption, and these must be modified when
the security rules change. In contrast, the operation
model shown in Figure 1 lets the programmer set up
the securing rules in a graphical user-friendly
interface, i.e. the DSL editor. Because the operation
model supports the securing rules to be specified in a
file, its API is different. A DSL API* was designed
for the securing system of the subtree encryption for
XML documents.

The authors propose an operational model for

securing XML documents with the following features:

e it integrates XML element-wise encryption and
digital signature;
e it separates the security rules from the secured

document;

e it can perform transformation, encryption and
signing simultaneously;

e it provides an automatic key downloading
mechanism for the ordinary and encrypted keys;

e the algorithm can be downloaded and linked
dynamically; and

e it is the most general element-wise encryption
model to date, in terms of incorporating element,

content and attribute encryption.

Based on the proposed operational model for securing
XML documents, an XML language has been designed
— denoted as DSL — to support it. A DSL editor has also
been designed to enable users to generate a DSL
document without having to write DSL source code
directly. As well as implementing the whole
infrastructure, several applications of the security
operational model, including an XML database, XML~
based e-commerce, and a workflow management

system are currently being investigated.
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