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Gen e r a l  G u i d e l i n e s  

The process of gaining trust between two
communicating devices is called ‘pairing’ or
‘bonding’. These terms refer to a secure exchange of
preliminary information to set up the mechanisms of
secure communication. It involves the establishment
of encoding to protect the most fundamental level of
Bluetooth communications – the link. 

In general, the code used to ensure security – the
key – must be protected to the highest degree that is
feasible. The key need not be the same value over a
period of time. A device that uses the same key at all
times is said to use a unit key, which it shares with
all devices it trusts. Combination keys, the preferred
alternative, designate a unique key for each
combination of Bluetooth™ device and therefore
offer more robust security. 

Establishing combination keys is an iterative
process. When devices first interact, authorising
each other as a trusted partner, they follow a
number of steps, each reliant on the successful
completion of the preceding step. The calculation
of keys in each step has a low complexity but the
cumulative effect is a very secure link. To initiate
the process, the user must input a passkey. Long
passkeys are recommended, which make it
challenging for a hacker to break in on the
authorisation process. 

In addition, an intruder cannot steal the correct link
key without being in the vicinity of the devices. As
a result, the initial pairing of Bluetooth devices
should not to be conducted in a public place. 

With these basic security procedures in place, the
following examples demonstrate how additional
security architectures can secure the most common
Bluetooth connections.

He ad s e t  

Mobile phone, CD player and personal computer
(PC) users can connect those devices to a headset, via
a Bluetooth wireless link. When a user purchases a

new headset intended for use with a mobile phone,
the following procedure for pairing and connection
is performed: 

1. The customer presses the pairing button on the
headset then prepares the mobile phone for
recognition of the new Bluetooth headset device. 

2. This causes the phone to perform an enquiry over
the Bluetooth link. It then receives a response
from the headset. 

3. The headset demands authentication from the
phone, which detects that it does not have a
previous link key with the headset. The phone
then requests a Bluetooth pairing. 

4. The pairing request causes the phone to prompt
the user to enter the passkey – preset by the
manufacturer and known to the customer – for
the headset. 

5. A key exchange is performed and a link key is
derived that is shared between the devices. It is
then possible for the user to specify a new, non-
default key. This is highly recommended as an
additional security measure. The updated link key
is stored in non-volatile memory in both the phone
and the headset after the pairing is complete. 

6. Once the devices authenticate each other, they
perform an encryption key exchange.

7. The headset and the phone encrypt all data they
exchange from that point forward. No outsiders
can eavesdrop on the conversation held over the
Bluetooth link. 

8. As a last step, the user switches the headset out of
pairing mode so it will not accept new enquiries
or pairing requests. 

D i a l - u p  N e two r k i n g  

Laptop and PC users can connect to a modem or a
mobile phone via a Bluetooth link. If, for example, a
laptop owner wants to use Bluetooth to connect
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once only to a mobile phone for Internet access, as it
is a one-time use, the key created for the connection
will be deleted after the session:

1. The user manually switches the mobile phone
and the laptop to one-time secure connection
mode. 

2. The user instructs the laptop to discover nearby
Bluetooth devices. The laptop finds the phone.

3. The laptop and mobile phone are temporarily
bonded and both devices ask the user to enter the
same Bluetooth passkey into each device. The
user creates the passkey using a dedicated
Bluetooth passkey generation application on the
laptop or on the phone. 

4. A common Bluetooth combination key is
calculated and this common link key is stored in
the phone and laptop for the duration of the link. 

5. Authentication is performed and the devices
exchange a temporary encryption key. 

6. Once the secure link is established, a serial port
emulation is established between the phone and
the laptop, which makes both devices behave as if
there is an non-tamperable ‘wire’ between them. 

7. When the call is complete, the Bluetooth wireless
connection is released and the phone and laptop
delete their encryption keys. 

L o c a l - a r e a  N e two r k  A c c e s s  
P o i n t  R o am i n g  

Laptop users can connect to a local-area network
(LAN) via a Bluetooth link to a LAN access point. A
common LAN connectivity scenario will be in ‘hot
spots’, where users connect to a series of associated
LAN access points in a public, non-secure area. The
process of seamlessly moving between access points is
called ‘roaming’. Users should follow a unique set of
security precautions in this environment. 

The Bluetooth Special Interest Group, Inc. (SIG)
has released an enhanced method of accessing a
LAN – the personal area network (PAN) profile. It
is likely to eventually replace the LAN profile, but
the architecture described here is applicable to PANs
as well. 

The security architecture for LAN roaming is based
on group keys, a solution based on an extension 
of the Bluetooth security mechanism. In group keys,
link keys are not unique for each link but 
are used by one unit for one particular service for all
of the associated LAN access points. This service-

based key makes group keys different than other keys
defined in the Bluetooth specification. Group keys
are necessary because combination keys would be
too cumbersome for roaming LAN connectivity.
Each LAN access point would have to share a
combination key for each laptop that uses the service. 

In this example, a new laptop user signs up for LAN
access. At sign-up time the user will receive a
unique identification (ID) (e.g. a number) that
identifies the service provider, a secret Bluetooth
passkey and the ID unique to every Bluetooth
laptop or other device. The LAN access provider
stores the Bluetooth passkey and corresponding
laptop ID in a central secure database. All LAN
access points in the network must have secure access
to the database.

The user first accesses the service by following this
pairing procedure: 

1. The laptop connects to the LAN access point
using the ordinary pairing method. 

2. The laptop and the LAN access point exchange
service IDs. 

3. The key established at this point becomes the
‘group key’ that is valid for accessing all LAN
access points in the associated network for that
unit, for that service. 

4. When the roaming device goes outside the range
of the original LAN access point and encounters
another LAN access point in the same network it
presents its unique ID and the service ID of the
previous LAN access point. 

5. If the LAN access point recognises the service ID
of the previous LAN access point, it asks the
internal service database for the Bluetooth passkey
corresponding to the unique ID of the laptop. 

6. The LAN access point obtains the Bluetooth
passkey corresponding to the laptop’s ID from the
network directory server and thus is able to
communicate securely with a minimum of
overhead. 

In addition to the Bluetooth keys, the LAN service
provider might also use Point-to-Point Protocol
(PPP) passwords or keys to authenticate the user.
Storing and retrieving of the PPP user name, password
and keys can be performed using industry standard
methods. Administrators must implement a solution to
handle the users and subscriptions – typically a
Remote Authentication Dial-in User Service
(RADIUS) client at the access point can connect to a
server that accesses the subscription database. 
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S y n c h r o n i s a t i o n  

Synchronisation occurs using a client-server
architecture and is based on the Bluetooth version of
the Infrared Data Association’s (IrDA’s) Infrared
Object Exchange (IrOBEX). The client, typically
the laptop or PC, initiates an object exchange
(OBEX) session with the server, a personal digital
assistant or mobile phone. The laptop uses OBEX to
place and receive requests to drive and extract
personal information management data to and from
the server. 

Bluetooth authentication and encryption protect the
baseband. The IrOBEX includes an authentication
mechanism. Users can also be required to input
access codes to initiate the synchronisation process,
which follows these steps:

1. The user performs bonding of the devices and
may register the server device in the trusted
devices database of the client device and vice
versa. 

2. The server must be in connectable mode. If not,
the user must activate this mode on the device. 

3. The user activates an application for synchron-

isation. 

4. A list of devices in the radio frequency proximity
of the infrared mobile communication client is
displayed to the user. 

5. The user selects a device to be connected and
synchronised. 

6. The synchronisation is processed. 

If the client device is not trusted, the user is alerted
to the fact that synchronisation must be performed
and the user can authorise synchronisation.

Con c l u s i o n  

The combination of inherent Bluetooth security plus
measures built by application developers will make
Bluetooth a highly secure and reliable way to connect
devices. The Bluetooth SIG continues to develop
architectures and recommended practices to ensure
that data can safely be exchanged between devices
while maintaining flexibility for implementers. ■

This article has been abridged from a longer article, which
can be found in the Reference Section of the CD-ROM
accompanying this business briefing.

Apart from conforming complete BQTF testing, we assist you with all 
administration and documentation throughout the process. Our tests 
will give you access to the global market.

WE OFFER:

BQTF-RF conformance testing (Bluetooth Qualification Test Facility)

BQB (Bluetooth Qualification Body)

Testing for regulatory type approval

TOGETHER WITH OUR PARTNER VALIDATION:

Protocol test and profile test including profile interoperability

Testing of functionality, usability and interoperability

Test consulting

ETL SEMKO is a division of Intertek Testing Services, a global leader in testing, inspection and 
certification services, which operates in over 250 laboratories and 500 offices in more than 90 countries 
throughout the world. ETL SEMKO provides access to global markets through its local services including 
product safety testing and certification, EMC testing and performance testing for customers in such 
industries as appliances, HVAC, cables and wiring accessories, components, industrial machinery, 
medical devices, telecommunications, lighting, automotive, semiconductors and electronics. 

Bluetooth qualification
through ETL SEMKO

E T L S E M K O  i s  a n  a c c r e d i t e d ,  q u a l i f i e d  a n d  w o r l d - w i d e  o p e r a t i n g  t e s t h o u s e .

W h e r e v e r  i n  t h e  w o r l d  y o u r  c o m p a n y  r e s i d e s  w e  c a n  o f f e r  y o u  f u l l  B l u e t o o t h

q u a l i f i c a t i o n  t h r o u g h  o n e  c o n t a c t .  

For more information, please contact Jenny Thomsson, phone +46 8 750 03 91
E-mail: bluetooth@semko.se or watch our site www.semko.se
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